VudopmanmonHoe coobuienne.

06 OTJIEJIbHBIX BOTIpOCax
MPOTUBOJICHCTBUS TPECTYIJICHUSIM,
COBEpIIaeMbIM C HCIOJIb30BAHHEM
BO3MOJKHOCTEH ro0ajibHON  ceTH
HUurtepner

B  coBpemenHom  Mupe  HaOmojaeTcs — aKTUBHOE  BHEJIpEHUE
M COBEPILICHCTBOBAHME O3JIEKTPOHHBIX HMH(POPMALMOHHBIX CHCTEM, a TaKKe
aBTOMATH3alllsl MHOJKECTBA MpolieccoB. B HacTosee Bpems CII05KHO BBIICIIUTH
chepy 0OIIECTBEHHOH JEATENLHOCTH, B KOTOpOW OBl He MPUMEHSITHCH
MH(pOPMaIIMOHHBIE TEXHOJIOTHH.

Bueapenue coBpeMeHHBIX TEXHOJOTHH B paznudHble chepbl MPOUCXOIUT
HenpepbiBHO. [Iponeccsl umHopmaruszanum, HanpaBiieHHble Ha YJIy4IIeHHE
KayecTBa KW3HHM, MNpuoOpenu rinodanbHbi xapaktep. Ha HeoOXoaumocThb
AKTMBHOIO MCIOJIb30BaHMsI MH(MOPMALMOHHBIX TEXHOJIOTHI BO BceXx cdepax
’KM3HEIesITe/IbHOCTH o0lecTBa odOpalaeT BHUManue U [ 1aBa rocyaapcrea.

Ha npotsokennn nocneqHux 1IeCTH JieT (PUKCUpYeTCsl CYLIeCTBEHHBIH pocT
npectyruieHuit B cdepe BBICOKHMX TEXHOJIOTHH, B TOM YHCJIE CBS3aHHBIX
C XHILEHHUEM JICHEKHBIX CPEACTB MOCPEACTBOM UCIOJIB30BAHMS BO3ZMOYKHOCTEH
rnodaibHOM  KOMMbIOTEpHOH cetn MuTepHer, a Takke wWHGOOpPMAIIMOHHO-
KOMMYHHMKAaLMOHHBIX TexHojoruil. B 2021 rony B Pecnybnuke benapych
3apeructpupoBaHo csbilie 14 500 Takux XuiieHuid, yro Oojee yeM B 7 pa3s

MPEBLICUIIO YPOBEHD MsiTHiIeTHEH 1aBHOCTH (2 069).

Cnpasouno: 6 2021 200y credcmeennvimu noOpa3deneHusIMu Cmoaulfbl
6030yocoeno 5 196 yzonosnvix Oen o npecmynienusix 6 cghepe 6biCOKUX
mexuono2uil. Pesyrbmamsl noxkasanu, 4mo OONbUUHCIEO NPOMUBONPAGHBIX
desHull  cosepuiaemcs nymem  UCHOIb306AHUS  COYUANbHOU  UHICEHEPUU.
«eumiuney u «uwuney (bonee 91% om obwezo Koauvecmea 6030yHCOEHHBIX
V20108HbIX 0€).

VYBenuuenue konuuectsa npecrymnieHuii B [T-chepe npoucxoaur napsigy
C pocToM KojuuecTBa alOOHeHTOB ceTu MHTepHeT, 101U HaceseHus,
MCIOJIb3Y 01 HHPOPMALIMOHHBIE TEXHOJIOTHH TIPH MPOBEACHUH (PUHAHCOBBIX
ornepanmii.

NutepHeT-0aHKUHI M IJIATEXKHBIE CEPBUCHI [MOCTENEHHO 3aBOEBBLIBAIOT
CTaTyC OCHOBHBIX TIuUIaTopM M 3aKa3za OaHKOBCKMX M MHBIX YCIIYT,
OCYILIECTBJICHUS JEHEXKHBIX IEePEeBOAOB U YIpPaBJICHUsI pPacYETHbIMH CHETaMH.
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JUis fpoctyna K cucTeMe BUPTYallbHOro OaHKMHra W IUIATEXKHBIM CEpBHCAM
KITHEHT JOIKEH YCTaHOBUTE MOOUIIbHOE NPHIIOKEHNE HJIH

3aperucCTPUPOBATHCS HA OPUIIHATBHOM CaiiTe yupexIeHHsI.

Cnpaeouno: 6 nacmosuee epems 6onee 85 % Hacenenus nonwv3yemcs
UHMEpPHEemoM, a CO2NACHO aHalumuyeckum oawHuiM Hayuonanenozo 6amka
6 Hacmosauee 6pemsa Hucio OAHKOECKUX NIAMEICHBIX KApm, HAXOOAUUXCA
6 obpawenuu 6 Pecnyonuxe benapycv, npeeviuwaem 15,2 man. Jlons
besnanuunvix onepayuil ¢ 2021 200y cocmasuna 63,8 % om ecex coeepuieHHbIX
naamedsiceii 6 6enopyccKux pyoasx.

CoBpemMeHHbIE METO/bl OIUIaThl B IJ100AIbHOW KOMIIBIOTEPHOH CeTH
MuTepuer no3BossioT coBepliiaTh MIAaTeXKH MyTeM BBEJAEHHUS B KOMITBIOTEPHYIO
CHCTEMY CBeJeHMH 0 OaHkoBCKO# nuarexHoi kapre (nanee — BIIK): Homepe,
Cpoke JneicTBus, Biajgenblie, kojae OeszomacHocth — CVC (kak mnpaBuio,
TpPEeX3HAUHbIH KOJ HA OOOPOTHON CTOPOHE KAPThl), JAHHBIX M3 SMS-COOOIIEHHIA,
a TIpd  3aBJaJ€HUM  MEepCOHAlIbHBIMM  JaHHbIMHM  KiueHTa (DUO,
MIEHTU(UKALMOHHBI HOMEp macrnopta W Jp.) — TMO3BOJSIOT OTKPBIBAThH
M HUCIOJB30BaThb cuyeTa B IUIATEXKHBIX CEpPBHCAX C HCIOJB30BaHHEM
MeKOaHKOBCKON CUCTEMBI HIEHTU(UKALIUY.

MexaHnusMbl 3aBiajieHHsi yKa3aHHOM MHQopmalMeli M COBepIIeHHUS
XMILEHUH JEHEXKHBIX CPEJCTB CO CYETOB KJIMEHTOB IUIATEKHBIX CEPBUCOB
1 DAHKOBCKHX yUpexkKJAeHHi pasHOOOpa3HHI.

Jannele 0OCTOSITEBCTBA TO3BOJSIOT  3JIOYMBIILIEHHUKAM, o0Jjaaas
HEOOXOAMMOH d3IeKTPOHHO-UM(ppOoBOH HH(pOpMalUeil, COBeplIaTh IIATEKH
B ceTu MIHTepHET 1 nosib30BaThes cueTaMu Oe3 BeloMa UX BIaJIelIbIIeB.

B nacrosiee BpeMs MOJKHO BbIAEIUTH CIEAYIOUIHE OCHOBHBIE METOJIbI
COLMAIbHOW  MH)XEHEPHH,  HCIOJIb3YeMbIE  3JOYMBILUUIEHHUKAMU IS
COBEpILECHUS IPOTUBOIPABHBIX J1CHCTBUIA:

«BMIIMHT» (OCYILECTBJIEHHE 3BOHKOB I10J] BUJIOM COTPYAHHKOB OaHKOB,
NMPaBOOXPAaHUTEIBHBIX OPraHOB M JPYIruX Yy4pexaeHu#, opranusauuii). Kax
MPaBUjIO, 3JI0YMBILIJIEHHUK TOJB3YETCSl CEPBUCOM [0 TMOAMEHY HoMepa
TeneonHa M yKasbiBaeT aOOHEHTCKUH HOMep, NPHUHAJIEKALIUNA KakoMy-Tu0o
0aHKy MM CXOXKHMH C HUM, a TaKKe OCYIIECTBJISIET 3BOHKH C HMCIOJb30BaHHEM
pa3IMYHBIX MECCEHKEPOB.

«(UIIMHI» — HECAaHKUMOHUPOBAHHBIM JIOCTYN K KOH(HIACHUHATLHOM
HH(pOpPMALlMK ¢  HCHOJB30BaHMEM  MOJAMEHHBIX  MHTepHeT-pecypcoB
(MakCMMaJIbHO CXOXKero IO BHELIHUM I[pU3HAKAM M JIOMEHHOMY HMEHH
C OpUIMHAIOM) rje HeoOXOAMMO BBECTH JIMYHBIE JaHHBIe, JIUOO IyTeMm
MHTEpPHET/CMC-PACCHUIKH, cojiepaKariei BPEIOHOCHOE IIpOrpaMMHOe
obecrieyeHue.

Yenex BellIeyKa3aHHBIX METOJOB HANPSMYIO 3aBUCHT OT CIIOCOOHOCTH
3JI0yMBILUJICHHUKOB MaHMITYJMPOBaTh YE€JIOBEUECKMMM 4YYyBCTBaMH (CTpaxoM,
MoOOMBITCTBOM, CUMIIATHEH, TIIECIaBUEM U XaJHOCThIO). PaccmarpuBaemMbie



MPECTYIUIEHHs] COBEPLIAIOTCS, KaK TMpaBUJIO, B COCTaBe IPyIM, yYaCTHHKH
KOTOPBIX, 3a4aCTy10, JINYHO HE 3HAKOMBI JIPYT C APYroM.

Cnpasouno: 6 o¢uyuaneneix omuemax o KubepnpecmynHocmu
coobwjaemes, umo amaxu xakepos 6o ecem mupe 6 2020 200y npoucxoounu
kadicovie 14 cexyno, mo 6 2021 200y yace xaxcovie 10 cexyno. Ilo ceoeii
SHAYUMOCMU PUCKU KUDEPNpecmynHoCms NPUPAGHUBACMC K 3KOJOSUYECKUM
npobaemam.

AHanu3 NesATeIbHOCTH 3JI0YMBIIUIEHHUKOB Ha Tepputopuun PecnyOnukn
benapyce nokasan, yto B 2022 roay HMAeT pOCT MPOTHBOINPABHBLIX JESHUM
B IT-cdepe coBepumiaemMblx ¢ HUCHOJB30BaHUEM (UIIMHIOBBIX  CCHUIOK
(B OOJBIIMHCTBE CJIyyaeB HaNpaB/ieH Ha XWUIIEHHWE JIEHEeXKHBIX CpEeJICTB
rpakJiaH, pa3sMECTUBIIMX OOBSBICHME WM MOKYNABIIUX KaKoW-1ubo ToBap
MOCPEACTBOM KpynHeHiuel miomanku oowbsBnennit PecniyOnuku benapych —
«Kufar.by»), a Tak:ke yBennUMIIOCH KOJMYECTBO MPECTYIJICHHUI 110 CPaBHEHUIO
C MNpPOUUIBIM TOJOM, KOIJla TMOTEpPreBIINe OT3bIBATMChL Ha  «YJIOBKH)
MPECTYNHUKOB M, Oyayun OOMaHyTbIMH, CaMHU OCYLIECTBIISUIM TE€PEBO/IbI
JCHEKHBIX ~ CpPeACTB  Ha  cyeTta €  pEKBU3MTaMH,  YKa3aHHBIMHU
3J10yMBILIEHHUKAMHU.

Haubonee uyacto 3M0yMBILNUIEHHUKAMU MCIOIB30BATUCH (UIIMHTOBbIE
CCBUIKM CO CIIeYIOIMMH JOMeHHbIMH HMeHamu: «kufar.dostavka-by.comy,
«kufar.by-transfer.ca», «kufar.by-getdostavka.com», «kufar.items-by.comy,
«autolight.order-by.com», «kufar.by-ordering.com», «evropochta.by-c.ca»,
«wwv-kufar.by» n «evropocgta.deliver-by.online» ¢ ucrnonbzoBanueM KOTOpPbHIX
coBepiieHo Oosiee 450 npecTyIIeHUH.

Cnenyer OTMETHUTh, 4YTO B TEKyLIeM TIOJy, BC€ ualle KepTBaMu
KHOeprpecTyNHUKOB CTAHOBATCS TpaxkjaHe B Bo3pacte oT 16 mo 35 ner, urto
npexzae Bcero OOYC/OBJIEHO yBEJIMYEHHEM KOJIMYECTBA [PECTYIUICHHH
B IT-cepe, npenycmorpennsix cr. 209 YK (na 45 % Gonblie 1o cpaBHEHHIO
C AHAJIOTMYHBIM [E€PUOJIOM [MpOLUIOro roja), KOrja MOTEpIeBLIMe CaMH
OCYLIECTBIISUIM I€PEBO/Jbl JCHEKHBIX CPEJACTB Ha CYeTa C PEeKBU3UTAMH,
YKa3aHHBIMH 3J10YMBILLIJIEHHUKAMH.

IIpu coBeplieHMM  yKa3aHHBIX [PECTYIUIEHUH  3J0YMbILUIEHHUKH
CO3J1al0T IOJ/ICJIbHBIE WHTEPHET-Mara3uHbl, YYETHbIE 3allMCH Pa3jn4HbIX
TOPrOoBbBIX MapoK B MecceH/ukepax M couuanbHeiX cersax (Instagram,
Telegram u pxp.), B KOTOpBIX pa3MelnaroTcsi OOBSBICHUS O NpoJaxKe
(MOKYIIKH) KakKoro-jindo UMYILIECTBA, MOJIb3YOLIErocs CIIPOCOM
U T.J., U BBICTaBIsETCS 1I€HA, KaK MpaBHIIO, HUKE PBIHOYHONH. B Hacrosimee
BpeMsi Ul COBEpLUeHWsl [POTUBOIPABHBIX  JEHCTBUHM  Takke  cTall
aKTUBHO MCI0JIb30BATHCS pazjel HNurepHer-caiita «Onliner.by»,
MOCBSLICHHBIM C/laye JKWIbs B apeHly, a HWMEHHO 3JIOYMBIIIJIEHHUKN
pazMelaT OObBIBACHUS O cJadye KBapTUpbl 110 3aHUKEHHOW CTOUMOCTH.
[Tocne Toro kaxk rpaxaaHe OTKJIMKAIOTCS HA OOBSBICHUS 3J10YMBILIEHHUKH
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OCYLIECTBJIAIOT ¢ HMMM OOIIEHHE C  MCIHOJIb30BAHMEM  TJI00aIbHOM
KOMIBIOTEPHOH ceTH MHTepHeT (couMalbHBIX ceTeif W MecCeH/DKEepPOB),
B XOJIe Yero IMpelaral0T pasiIMYHbIMM CIIOCO0aMU MPOU3BECTH OILIATY
(npenonnary).

Cnpaeouno:  310yMblUNCHHUKY — CMAIU  GKIMUBHO  UCHOTb306ANb
noooenvublie yd4emuvle 3anucu 6 coyuanvHou cemu «Instagramy», npu 3mom

6 OONbUUHCMEE CNYYAes UCNONBL3VIOMCA NOOOTbHbIC-AKKAYHMbL PA3TUYHBIX
Openooe ¢ borvuum Koaudecmeom noonucuukos (om 30 meicay yenoeex).

K npumepy, B coumnanbHoii cetn «Instagram» u MecceHKepax
3JI0yMBILUUIEHHUKH CO3/aBajiM y4yeTHble 3anucu (cocon.belarus, mebli.belarus,
mebel _interest ¥ apyrue), ¢ MOMOIIBIO KOTOPBIX «SIKOOBI» H3rOTaBIUBAJIH
M MpoJaBajii caJoBylo mebdenb. B xone oOlieHusi ¢ KOTOPBIMH MOCPEICTBOM
rinodanbHONH KOMIbIOTEpHOH ceTH MHTepHeT u oOcyxkaeHHs TOBapa, YCIOBHii
1 CPOKOB €ro HM3rOTOBJIEHHS, IpakjlaHaMm I[pejularajach MPOM3BECTH OIUIATY
TOBapa (ero 4actb) Ha OaHKOBCKHE IuatekHble KapTbhl PecnyOnuku benapychb
MCIIOJIb3YEMbIe 3JI0OYMBILUIEHHUKAMM, 4YTO TOC/IeHHE M Jeiald.  3areMm
3/I0YMBILIIGHHUKH TlepecTaBajli BBIXOJUThL Ha CBSA3b, a JICHEXKHbIE CpeCTBa
cpa3dy e TMEepeBOAWIM Ha WHblE pacyeTHble CYeTa, M[O0JAKOHTPOJIbHbIE
3710yMBIITIEHHUKaM. B Hacrosiiee Bpemsi OT JeHCTBHHA TpyMNbl MOIMIEHHUKOB
noctpaaaiu yxe csobiuie 150 rpaxaaH.

3M0yMBILIEHHUKaMU HauOoJiee 4acTo CO3/aBalIUCh M MCIOJIb30BAIUCH
cleaylolue y4eTHble 3anucu (akkayHTbl) B «Instagram»: «firbir shop run,
«room_dream», «Zona_est.2020», «euphoria.women.bg», «raspiv_parfum_by»,
«queen.shop pol»,  «romashka showroom.bel»,  «guanto _mens fashiony,
«dreamroom_ru», «soffi _boutique» u npyrue.

Ha ocHOBaHHHM BBILLIEHU3JIOKEHHOIO, PYKOBOJACTBYSCh cTarbeil 4 3akoHa
Pecniybnuku benapych ot 13.07.2012 Ne 403-3 «O CneacTBeHHOM KOMHTETE
PecnyOmuku benapycb», B 1LeIsiX NPOTHBOAEHCTBUS KHOEpHpecTyNHOCTH,
MOBBILIEHUS YPOBHSI KuOepOe30macHOCTH, 3alllUThl MpaB W 3aKOHHBIX
MHTEPECOB TPaKJaH, OpraHu3aluii, rocyJapcTBeHHBIX U OOLIECTBEHHBIX
HMHTEpPECOB, MPOIILY:

paccMOTpeTh HacTosiiee UHGOPMALIMOHHOE MUCHMO € PYKOBOAMUTEISIMU
CTPYKTYPHBIX MOJpa3ze/ieHuii ¢ Lesbl0 HEJAOMYLICHUS] COBEPIIEHUsl XHILEHUH,
COBEpUICHHBIX C MCIOJIb30BAHUEM KOMIIBIOTEPHBIX CUCTEM M IJ100aIbHOM
KomnbloTepHoii cetu UHTepHer;

C y4eTOM TeMmra pa3BUTHsI UHPOPMALIMOHHBIX CUCTEM, BHEAPEHHUSI HOBbIX
UMPPOBBIX  TEXHOJIOTMH,  pPEKOMEHJI0BaTb  COTPYAHHMKaM  I[PHHUMATh
JIOTIOJIHATEIbHBIE Mepbl I10 OCYILECTBJIEHHIO 0e30rnacHocTH Impu padote
B rinolasbHONH KoMmnbloTepHoit cetu MurtepHer, a TakKe TIpUHUMATH
JIONIOJIHUTE/IbHBIE  Mepbl 110  Oe30MacHOMY  HMCMOJIb30BaHHIO OaHKOBCKHX
IPOYKTOB;



5

Ha CHCTEMHOH OCHOBE HWH(OPMHUPOBATH COTPYAHHKOB M TpakIaH
O HEOOXOJAUMOCTH MPOSIBICHHSI OCTOPOKHOCTH U OAUTEIBHOCTH, COBIIOACHHN
NpaBuil Oe30MacHOCTH mnpu paboTe B TrIOGANBHONH KOMIBIOTEPHON ceTH
Wurepner;

WHULHMPOBATh OCBEIIEHHE TTOCPEACTBOM PA3JIMUHBIX UCTOYHUKOB, B TOM
uncie B CMU, uHpopmMannn 0 HOBBIX CpPeACTBaX M Croco6ax COBEpLICHHS
NPOTUBOINPABHLIX  JIESAHHIA (Mcronb3yeMbIX — pecypcax  I100aiIbHOR
KOMIbIOTEpHOH cetn  VHTepHeT, MMeHax yd4eTHBIX 3amuceii, agpecax
 TIPOYEM), a TAKIKE O JIMLAX, X COBEPILIMUBIINX;

pa3paboTaTth W NPHHATH KOMIUIEKC [PABOBBIX, OPraHU3aLMOHHBIX
1 TEXHUYECKUX MEp, HAlPaBJIEHHbIX HA COXpaHeHHe OIarocoCTOsHUS rpakaaH,
3alMTY  MpaB M 3aKOHHBIX ~ HMHTEPECOB  TIpak[aaH, OpraHM3aluii,
roCcy1apCTBEHHBIX U OOIIECTBEHHBIX HHTEPECOB;

MPUHATH  JIOTIOJIHUTE/IbHbIE  OPraHM3alMOHHO-NPAKTHYECKUE  MEpHI,
HaNpaBlCHHBIC ~HA  BHEJIPEHWE CHCTEMbl  JONOJHMUTEIBHON  NPOBEPKH
(MpeHTH(UKALKMK) Noab3oBaTeNeidl [PU PErMCTPallMd M OCYLICCTBICHHH
Pa3UYHOro poJa onepauui ¢ MCHoJib30BaHUEM I100aTbHON KOMIIBIOTEPHOI
cetn MHrtepHer, 3amuTy nosiydeHHOH MH(pOpMALMM B LENSAX HeJOMyIICHHS
JlocTyna K KaOMHeTaM Mojb3oBaTeNieif, a TakKe HHBIX HENpPaBOMEPHBIX
JIEUCTBUN TPETHUX JIUII.

Hauanbuuk ynpasienus )
reHepajl-Malop FOCTULIUH C.M.ITacko





